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Datadrivet bygger pa tillit — och tillit kraver sakerhet

Fyra kritiska formagor for en trygg och motstandskraftig datadriven kommun

13:50-14:20 " 17/11 " 2025

| entid dar kommuner samlar, delar och analyserar mer data an ndgonsin behdver cyberhygienen
vara lika sjalvklar som renhallningen. | det har passet far du konkreta insikter om de fyra férmagor

som skiljer en sarbar organisation fran en robust, sdker och datadriven kommun.
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https://reports.weforum.org/docs/WEF_Global_Cybersecurity_Outlook_2025.pdf

Nationell strategi for cybersakerhet 2025-2029

En ny era av cybersakerhet , Y @ Hot fran statliga aktorer

“Nationa fsirategi for cybérsékerhet 2025-2029 4 e, §
Hot fran cyberaktivister

Hot fran cyberbrottslighet och
kriminella grupperingar
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Brister i cybersakerhetsarbetet
Komplex reglering
Kompetens- och kunskapsbrist

Bristande incidenthantering
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Outvecklad informationsdelning mellan
den privata och offentliga sektorn
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Sarbara leveranskedjor, beroenden
och produkter
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Utmaningar kopplat till utvecklingen i
digital infrastruktur och digitala tjanster
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Utmaningar med uppkoppling av
enheter och infrastruktur
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Teknikutvecklingen

Regeringskansliet
% Férsvarsdepartementet
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https://www.regeringen.se/contentassets/0903061f79204084b6acf4ce1a978830/nationell-strategi-for-cybersakerhet-2025-2029.pdf

do they steal

|nfostealers | What

“} « System and User information
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Rorliga hot och mojligheter



Galenskap adr att
gora samma sak
om och om igen
och forvanta sig
ett annorlunda
resultat




, Li‘“ﬁ"ﬂi l o
:,M_,ﬁ \

s &

-

P
e

\
Wl .
NS
e DRy

-




Antifragil

Pafrestningar bryter inte det antifragila: de gor det starkare.

Exempel: kroppens immunforsvar, muskler, evolution och ekosystem.
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THE BEST

Se inspelning

September 14, 2010 | Updated: September 17,2010

by John Kindervag
with Stephanie Balaouras and Lindsey Coit

There’s an old saying in information security: “We want our network to be like an M&M, with a hard
crunchy outside and a soft chewy center” For a generation of information security professionals, this
was the motto we grew up with. It was a motto based on trust and the assumption that malicious
individuals wouldn’t get past the “hard crunchy outside.” In today’s new threat landscape, this is no
longer an effective way of enforcing security. Once an attacker gets past the shell, he has access to all
the resources in our network. We've built strong perimeters, but well-organized cybercriminals have
recruited insiders and developed new attack methods that easily pierce our current security protections.
To confront these new threats, information security professionals must eliminate the soft chewy center
by making security ubiquitous throughout the network, not just at the perimeter. To help security
professionals do this effectively, Forrester has developed a new model for information security, called
Zero Trust. This report, the first in a series, will introduce the necessity and key concepts of the Zero
Trust Model.



Zero Trust = Eliminera tillit som sakerhetsprincip

ZERO TRUST
“Nolltillit”

En strategi utformad for att stoppa dataintrang och foérhindra andra
cyberattacker fran att lyckas, genom att eliminera tillit fran digitala
system.
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Missforstand

e Zero Trust handlar bara om identitet
— Fel: det handlar om hela ekosystemet

e Zero Trust betyder att gora systemet “trusted”
— Fel: Zero Trust betyder nolltillit som utgangspunkt

* Det finns fardiga Zero Trust-produkter
— Fel: det ar en strategi och arkitektur

e Zero Trust ar for komplicerat
- Fel: det kan (bor) implementeras steg for steg
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Segmentering =
tillat endast legitim trafik
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Forsta Zero Trust nagot djupare: 5 stegen

Antifragil
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Kipling-metoden for att skriva policys

Resource Validation

Ex -Identity Attributes

Ex -Workload Name

Ex -OT Asset Name

Ex -Endpoint Name

Application Validation

Application Name

Ex -AD

Ex —AD_Port, Protocol
Range

Ex —AD Process ID

Time Limitations

Ex -Working Hours

Ex -Anytime

Location

Workload Location

Ex -New York

Ex -Azure

Ex -Remote

Environment Flow Validation

Protect Surface Workload Metadata

DAAS Element

Ex -Test Environment

Ex -SCADA

IF Who = AD_Admins, What = AD_App_Validation, When = Anytime, Where = Domain Controller (On Prem or Cloud), Why =
Protect Surface Tag, How = AD_Meta, THEN Allow.
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Mognhadsmodell

DAAS Element
Protect Surface

1. Define your Protect Surface

2. Map the Transaction Flows
3. Architect a Zero Trust Environment
4. Create Zero Trust Policy

@% 5. Monitor and Maintain the Network
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NetNordic tjansteleveranser

1 Granskning, a
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Aterkoppling &
Rapportering

: ' 2 Design & Arkitektur

blueprints Vi erbjuder expertstod dar

det passar.
3 Systemutveckling

7 N\ 247365
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Fully Managed®. 4 installation & implementation
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6 Samdrift F
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Summering

* Cyberforsvar baseras pa fyra kritiska formagor:
e Forberedd
* Preventiva skydd/kontroller
e Sakerhetsovervakning

* Backup
(Manniskor, processer och teknologi)

Zero Trust (Nolltillit) ar en sdkerhetsmodell utifran principen att varken system eller anvandare ska utga
ifran tillit, utan nolltillit med kontinuerlig kontroll.

- Effektiv
- Implementeras “System for System” i motsats till “alla pa en gang”
- Antifragile (sv. Anti-bracklig)

- Zero Trust byggs steg for steg, sallan i big-bang for en befintlig miljo
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