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Trevligt att traffas!

Over 400
Cybersakerhetsexperter
fordelade pa 7 kontor
| Sverige

+2500 anstallda i varlden

+8,700 1 Iéeader in

uropean
!(U?der fO k us Managed Security
i varlden, Services

bidrar till vart Cyber Providers.
intelligensstyrda

fundament sakerhet

500+ Leader European 24/7/365 Erkand leverantor i flera rapporter
Managed kontinuerlig Managed Detection and Response,
Security dvervakning Incident Response and Digital
Services. sSoC Forensics, OT Security, Threat
Maln Intelligence & Managed Security

om Cyberhot Stockholm Services

kallor matas
kontinuerligt in i
var dataalake
med information Malmo




Forskning om
cybersakerhet och
forstaelse om hoten
- en del av vart DNA

250+

Vara cybersakerhetsexperter, forskare
och analytiker 6vervakar de senaste
hoten och sarbarheterna, sa att vara
kunder kan kannatill hoten i férvag och
fokusera sitt arbete dar det gor mest
nytta.

20% S50

experter fokuserade  av véra pentestares  dagar i forvag kan

p& R&D och
hotforskning.

80+

Publicerade rapporter unika hot indikatorer CVEs tilldelade oss
och framtradanden okanda for andra i av MITRE.

pa sakerhets-
konferenser forra
aret.

tid 1aggs pa vara underrattelser

forskning finnas innan de
dyker upp i andra
kallor.

2.500 30

var hotdatabas.
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Hacktivism | Pagaende geopolitiska konflikter

OO ED

Sector: Defense, Government | Region: India, Pakistan
Executive Summary

Since our last update in November 2024 on the cyber aspect of tense relations between India and Pakistan, the geopolitical situation has drastically escalated.
Last week, a wider kinetic conflict seemed imminent after India launched air strikes on both Pakistan and Pakistan-administered Kashmir on May 7, 2025. In response,
Pakistan retaliated and claimed to have shot down several Indian fighter jets. A fragile ceasefire was agreed between the two governments as of May 10, 2025, but
both countries continue accusing each other of violating the truce.

In recent years, military conflicts have frequently been accompanied by the mobilization of hacktivist groups in cyberspace-and the ongoing skirmish between
India and Pakistan is no exception. Dozens of cyber groups globally have started to launch cyberattacks against both sides of the conflict. In addition, several
state-sponsored campaigns have been discovered, including by the Pakistani-backed group APT36 against Indian military targets.

We have therefore decided to raise the threat level to (2 out of 5).
ARIrenicdril LUIII}JdIIy IVidXdl IC&IIIIUIUBIC‘b LU UKIdIlie., rUlIUWllI9 LAIKD 111 r\lydun OIl IvidiLll £5-44, MUSLId dllu UKiallic dyICCU LU 1idiL IIlIIILdIy dLlIVlly over uie

Black Sea.

From a cyber perspective, a significant change has also been observed. We released a dedicated advisory on March 5 on the Trump administration’s
alleged order to stop offensive actions against Russia and to cease attributing cyber-attacks to the Russian state transmitted to several US security
agencies, except the NSA. This request was later denied by CISA and the Defense Department.

Cyberattacks between Russia and Ukraine are still active but we kept the risk level of this advisory unchanged (1 out of 5).
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Publicerad 10 okt 2024 kl 16.01
Uppdaterad kl 16.07

Sverige har blivit skadeplatsen for Irans proxykrig mot Israel.
' Regeringen maste svara med fasthet.

Polis utanfor Israels ambassad i Oslo. Foto: Javad Parsa

Norge héjer terrorhotnivan fran € o LN
medel till hog pe
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Norska sakerhetspolisen hojer terrorhotnivan, skriver norska medie 0% ~

D"it ar framférallt hotet mot judiska och israeliska mal som har bliv Israels ambassad i Stockholm har utsatts for flera attentat.
storre. Foto: Anders Wiklund/TT / TT NYHETSBYRAN
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Nyhetskanalen for sakrare affarer Officielit media for SNOS - Sakerhet for Naringshv & Samhalle I gél’ 18:27 Uppdaterad i gér 22:12 & Dela

I NYHETER SECURITY JOBS EVENTKALENDARIUM WE ° o ° o »
Swish ater i gang efter

Samhalle Produkter Foretag & affirer Kommentaren Teman

ﬁ}ENS NY"ETE“. Nyheter Sverige Varlden EkonomerbelaStningsattaCken

Senaste nyheterna Itjinsten Swish utsattes for en 6verbelastningsattack och lag
under tisdagskvillen. Vid 22-tiden var betalningssystemet

® 09:12 Uppdaterad 09:23 G2 Dela i funktion
leSdagenS hemsida uppec efter t betyder att vart system tillfilligt dverviildigats av trafik. Det
Stﬁrningar ig inte om ett intrdng och anvéndares data och pengar ar

a, siger Jenny Ragnartz, pressansvarig pa Swish, till TT.
Det var storningar pa Riksdagens hemsida under onsdag

formiddag. Den ska aterigen ga att na. Det dr dnnu oklart vad t rapporterades klockan 17.41 pa tisdagen. Aven tidigare under
som orsakade problemen. 1gen, pa morgonen, hade Swish stora problem. Men huruvida

) ) . . ) ) ‘Orde sig om en Overbelastningsattack da kan bolaget inte
- Men nu dr problemet dr avhjilpt, sdger Elias Aneheim Ulvenis

pa Riksdagsforvaltningens presstjanst.
N
TT

rrket.se eller | jansterna utan det som

- Tekniken &r sékrad och anvandarna}s integritet &r fortsatt skyddad, i arbetar pé att 16sa det s& snabbt som méjligt.
kommenterar Bank ID:s pressansvarige, Charlotte Pataky. munikation, enligt kallor till CNN.



N (0 N am 6057 (1 6) = M an ifeStO NoName057(16)’s Manifesto

'This is not the first year that we have been defending Russia’s interests on the information
front. We see how the discontent of adequate citizens of foreign countries is growing, whose
authorities do not care about the problems of their compatriots and spend huge amounts of
money on sponsoring Ukrainian terrorists. We also see total censorship, which prevents the
residents of these countries from telling the truth. There it has become unacceptable to
speak positively about Russia. There is absolutely nothing left of freedom of speech in the
West[...].

Our project has long gone beyond the concept of a hacker group. We believe that you don't
have to be a hacker to be a warrior - we have tasks for all volunteers, regardless of their
competencies. Western elites have become a symbol of total unprincipled lies. The goal of
the West is only endless power over the world and, as a result, its oppression. We must fight
this! There is power in truth, that’s what we stand for!

MaHudect NoName057(16)

Our values:
Internationalism - we firmly believe in the greatness of Russia in the international arena. Our
Motherland is a bastion of justice, rebelling against the lies and hypocrisy of the collective
West. The fighters of our cyber army may live in different countries, but they must respect
Russia.

Justice - one of our slogans is: “Justice has no name. "lNoName". We are ready to come to
the aid of our like-minded people anywhere in the world and make every effort to restore
justice and punish their offenders. We help those who are weaker and learn from those who
are stronger.

Unity - it doesn’t matter to us what skin color, eye shape, language or place of residence our
fighters have. One thing is important - that they are our like-minded people and share the
traditional values of Russia. The word “Russian” has ceased to be a nationality. “Russian” is
now an ideology. The ideology of a just world order and freedom.

We remain ready to cooperate with other pro-Russian hacker groups and free shooters who
share our values listed in the Manifesto.’

Me1 He nepBbIit rof; oTcTauBaeM WHTepeckl Poccun Ha uHbopMmaloHHOM dpoHTe. Ml
BH/IMM, KaK PacTyT He/|0BO/IbCTBA a/leKBaTHBIX IPaK/laH MHOCTPAHHbIX TOCYJapCTB, BAACTH
KOTOPBIX HaI/IeBa/Ii Ha Npob/eMbl CBOMX COOTEUeCTBEHHMKOB M TPAaTAT OrPOMHbIE CPe/iCTBa
Ha CMOHCHPOBAHWEe YKPaHHCKUX TepPOPUCTOB. BUMM MbI U TOTa/bHYIO LieH3ypy, KOTopas He
JlaeT TOBOPHUTB MPABJY JKUTe/IAM 3TUX cTpaH. TaM CTao HeoMyCTUMO MO3UTHBHO
BBICKa3bIBaThCA B afpec Poccun. Ot cBobozb! C/10Ba Ha 3anajie He 0CTanoCh aGCOMOTHO

HHYero.



2 Forskning

Ransomware /
Cy-X



Cy-X | Terminologi

Ransomware Cyber extortion
Mjukvarufamilj - manga olika VS_ Kriminell handling
Verktyg - vem ar ansvarig Juridisk definition - brottsoffer
Smalare fokus: tekniskt Bredare fokus: manniskor och

organisationer
“Hack & leak” attacker



Vad ar problemet ?

AdFind
-

o

LOLBans

Initial Access Reconnaissance Extortion
& Lateral Movement



https://www.cyfirma.com/blogs/maze-ransomware-group-declared-successful-exploits-of-many-organizations-and-released-massive-data-on-public-site-in-one-day/

L ] [ AkTRA ] | ——

Well, you are here. It means that you're suffering from cyber incident right now. Think of our actio
ns as an unscheduled forced audit of your network for wulnerabilities. Keep in mind that there is a
fair price to make it all go away.

Do not rush to assess what is happening - we did it to you. The best thing wou can do is to follow o
ur instructions to get back to your daily routine, by cooperating with us you will minimize the dama
ge that might be done.

Those who choose different path will be shamed here publicly. The functiomality of this blog is extr
emely simple - enter the desired command in the input line and enjoy the juiciest information that c

arporations around the world wanted to stay confidential.

Remember. You are unable to recover without our help. Your data is already gone and cannot be traced
to the place of final storage nor deleted by anyone besides us.

guest@akira:~% help

List of all commands:

leaks — hacked companies

news — news about upcoming data releases

contact — send us a message and we will contact you
help — available commands

clear = glsar SEresn
guest@akira:~&
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There are many journalists asking questions about us and our attacks.
If you are a journalist and want to ask some questions you should write:

1. Who are you?
2. Where are you from?
3. Where will you publish our answers?

We are trying to answer everyone in 24 hours.

Why did you choose GTA as branding?

How long have you beenn in operation?

Are you recruiting partners or are you closed?

How did you decide to team up and start a dedicated ransomware group? How was ViceSociety born?

What do you do if the law says that someone can't pay you? Does that matter? What happens if the customer doesn't respond?

Has Vice Society published all the data it took from “company name” or does Vice Society have additional data that still has not been published?
Can you explain your decision to publish “company name” data?

What country or region of the world are you from?

How old are you?
What vulns/eve do you use?

©2021 Copyright Vice Society. All rights reserved. Emails: V.society.official@onionmail.org. Vice Society@onionmail.org




Cy-X over tid

Antal offer och hotaktorer observerade over tid
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Antal offer per region - forandring
Regional uppdelning: jamférelse mellan de tva senaste 12 man perioderna
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Vilka attackeras inte?

POLITICO

War in Ukraine Israel-Hamas war US election Newsletters Podcasts Poll of Polls Policy news Events

Iran pays millions in ransom to

end massive cyberattack on
banks, officials say

IRLeaks, a group with a history of hacking Iranian companies, was said to be

responsible.




Cy-X: Antal offer per naringsgren - Forandring

Jamforelse mellan de tva senaste 12 manaders perioderna B 2023 [ 2024

Manufacturing +25%
Professional, Scientific, & Technical Services
Wholesale Trade

Health Care and Social Assistance
Construction

Finance and Insurance

Information

Educational Services

Retail Trade

Administrative, Support and Waste mgmnt.
Transportation and Warehousing

Public Administration

Other Services (except Public Administration)
Real Estate and Rental and Leasing
Accommodation and Food Services

Arts, Entertainment, and Recreation

Mining, Quarrying, and Oil and Gas Extraction
Agriculture, Forestry, Fishing and Hunting
Management of Companies and Enterprises

Utilities
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Search Site

ResolverRAT Campaign Targets Healthcare, Pharma via
Loading

B3 Apr 14,2025 & Ravie Lakshmanan Malware / Cybercrime

ONSDAG 19 FEBRUARI

t EU healthcare orgs

February 20, 2025 03:00 AM 0

ning Event

e a—

dents and teachers use paper and pen to record

UARI

Cybersecurity researchers have discovered a new, sophisticated remote access trojan called ed

ResolverRAT that has been observed in attacks targeting healthcare and pharmaceutical sectors.

"The threat actor leverages fear-based lures delivered via phishing emails, designed to pressure

recipients into clicking a malicious link," Morphisec Labs researcher Nadav Lorber said in a report

shared with The Hacker News. "Once accessed, the link directs the user to download and open a file

that triggers the ResolverRAT execution chain."

ker has been spotted in



Profil : Norden
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Sveriges hotprofil
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Hackare hotar licka faterad 2025-01-16 17:42 & Dela

‘S’l‘;‘;ﬁﬂgﬁ‘,‘l’,‘;ﬁ‘f S ippen SportAdmin - ’data har

Uppdaterad i gar 22:55 Publicerad i gar16:29

in, som anvinds av idrottsforeningar for bland annat

1gar, har utsatts for ett dataintrang av en "extern angripare”.
:chnologies, som dger appen, kan konstatera att data har
klart hur mycket och av vilket slag.

informationen som skulle kunna lacka ir ju persondata
nnat utesluta att det har hiant. Men vi har heller inte

vet i sa fall inte i vilken omfattning, siger Jennie Everhed,
:hef pa Lime Technologies.

lisanmalts.

aget har appen stiangts ner. SportAdmin skriver hoppas
zare bild av situationen det nirmaste dygnet och att

Illustrationsbild. Omkring 1,1 miljoner anvandare star som aktiva anvandare i

Sportadmin. Foto: Alexander Mahmoud lla I'eSUI'SeI'” ét llﬁlldelsell.

En grupp cyberkriminella hotar nu att licka data

: ) g = in anviands av omkring 1.700 idrottsféreningar i Sverige.
fran Sportadmin, som nyligen rikade ut for ett
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Cy-X Hotlandskapet - standig forandring

Sector: N/A | Region: N/A
Executive Summary

Group-IB recently released a blogpost on Hunters International stating the ransomware-as-a-service group is planning to cease its operations and rebrand as an
extortion-only actor under the name World Leaks.

As a reminder, Hunters International surfaced around October 2023 and was associated by several researchers to the former Hive ransomware cluster. The group, dubbed
Gold Crescent, Water Ouroboros, or Shifty Scorpius, provided to its affiliates an encryptor running on x64, x86, and ARM architectures and supporting a variety of
operating systems such as Linux-based ones, Windows, FreeBSD, SunOS and even ESXi. Over time, Hunters International ransomware binaries have evolved from being
developed in C/C++ and Golang to the Rust language, enhancing detection evasion and accelerating encryption speeds. The group also provided other OSINT services
and self-developed tools designed to facilitate the workflow of their affiliates’ attacks.

What It Means

Since November 2024, Hunters International’s number of claims has been consistently decreasing, with only 6 victims listed in March 2025. 1.4 TB of data belonging
to Indian technology giant Tata Technologies was allegedly stolen by Hunters International earlier this year.
Back on March 18, DragonForce had already announced a major expansion of its ransomware-as-a-service (RaaS) operation.
* Secp0 is a new ransomware operation that surfaced in early March 2025. Its first post describes a vulnerability inside a password management software which is
quite unusual for a leak site, and a second post discloses information relative to the customers of an IT service provider company, Terralogic. ttacks on
o LithiumWare detailed by Cyfirma in early March, is a C# written ransomware that embed crypto-stealers features and is capable of deleting shadow copies, h was

blocking the encryptor in Windows.



Skadliga rykten

“Offentligt trakasserande*

Utdver de trender vi har beskri
skett en méarkbar férandring i tg
hotaktorer pa den mérka webb
mer aggressiva, med angriparg
trakasserande taktik. Detta ink
individer inom drabbade organ
egen "privata" kommunikation
publicera lankar till offrens prof
medieprofiler.

| var Cy-Xplorer-rapport diskut
fenomenet som kallas "revicti

stulna information delas mella
vilket férstarker skadan. Detta
maximerar inte bara den psyko
offren utan dppnar ocksa fler
intdktsgenerering. Vi kommer g
denna trend dér hotaktorer ma
fér sin egen vinning, genom att
sa mycket varde som mojligt f

WARNING!

If you cooperate with:yuur personal, insurance and financial

data has been stolen! Your money can be stolen at any time!

ATTENTION!

is fully aware of the hack and the presence of multiple
vulnerabilities in the company. Howewver they have refused all offers to
protect their investors’ data from being leaked. This company has a
$1,000,080 cybercrime insurance policy that could have fully protected the
data but the management refused to cooperate and took the proceeds from the
insurance company for themselves, framing their clients. We have made
hu s and sent hundreds of letters to the management and staff
ofﬁbut they clearly responded that they do not care about the
personal and financial data of their clients. We would like to announce the
names of those who have expressed such a stance towards their clients and
their data and hawve agreed that we will use all stolen financial, personal
and insurance data of investors and clients for criminal purposes:

:— Literally said he didn't care about his clients and their

data and hung up on numercus calls and offers from us.

Hung up on calls and offers of compromise.

Said it didn't matter to him what happened to the data.

idn't want to talk about it.

Said the most important thing is that the company will get the
insurance for this case and that he doesn’'t care about the customer data.
Didn't reply even though he read all the emails.
S‘c take any action for a month despite all the

information.

The rest of the company alse ignored and laughed at suggestions to protect
investor data. This shows the real attitude of towards its
partners and investors. And given that the company stores all data in the
open and there are hundreds of vulnerabilities in the network, it will be
hacked even more often as we have all access to their network which will be
published on many hacker forums.




- . W The Five Families
HathIVISn < @ 5.8K subscribers

versc

The Five Families
Forwarded from
 GhostSec

We'd like to announce GhostSec's leave
from the "CyberCrime" Scene. We as
Ghosts have obtained enough funding
through our times to continue funding
our operations for a while we deem the
cybercrime and ransomware we once
promoted no longer necessary and will
shift back to pure hacktivism what does
this mean?

May 15

All this means is that we will not be
providing services anymore therefore the
Ghostsec services channel and services
once provided will be closed, The
ransomware Ghostlocker will be closed

Though we will provide the entire code of

V3 to Stormous and shift all buyers from
GL to the new Stormous locker making it
a clean exit without any exit scam. Five
families will be taken over and Stormous
will be in charge with the new associates
involved in that organization resulting

in our complete retirement from the
‘cybercrime" and ransomware scene!

aware & vice

Hds.

newest cyber attack to Israeli
| emalon.co.il. "emalon” in
an travelling site that hacked by

/| DESTROYED ALL DATA & §
erything '\ ¢

ntries: Iran &=

Ukrainian Cyber Alliance

Trigona is Gone!

October 8

Channel created

Ghost!

New generation of

GHOSTLOCKER ¥ =
New generation of RaaS

GHOSTLOCKER & # is revolutionary,
enterprise-grade locking software which
prioritizes safety and effectiveness

over everything. Our goal is to make
everything as easy for our affiliates as
possible, while making sure the success
rate is on it's highest level, we attempt to
achieve that through multiple means ¥

Telegram Channel: CLICK HERE

(WE POST REGULAR UPDATES AND
INFORMATION HERE)

Contact: @GhostSecSR (For purchase or
any questions relating to the product)

wiped out

»na ransomware gang has been exfiltrated and

1¢ to the world you created for others

Hacked by
Ukrainian Cyber Alliance,

disrupting russian criminal enterprises (both public and private)

since 2014




Hacktivism crossover to ransomware & vice

Virtualization software is a high-value target for ransomware groups as organizations increasingly move to virtual machines to host their servers. Recently,
ransomware groups have often prioritized encrypting of VMware ESXi servers over Hyper-V. However, RedCurl's new QWCrypt ransomware specifically
targets virtual machines hosted on Hyper-V.

The attack was initiated by a phishing email containing .IMG attachments disguised as CVs. The .IMG files contain a complete and uncompressed image of
a storage device's data content. When a victim clicks on the file, Windows 10 and 11's native support automatically mounts it as a virtual drive. The IMG
files contain a screensaver file vulnerable to DLL sideloading using a legitimate Adobe executable called ADNotificationManager.exe, which loads a loader
called netutils.dll which then sets persistence via a scheduled task. The use of this legitimate Adobe executable was also detailed by eSentire last month.

In this attack, RedCurl used living-off-the-land tools, as well as a custom wmiexec variant for lateral movement, and the open-source Chisel tool for tunneling
and RDP access. To disable defenses before encryption, the threat group was observed deploying encrypted 7z archives and multistage PowerShell scripts.

As explained by Bitdefender, RedCurl then ended up deploying a previously undocumented ransomware dubbed QWCrypt that uses the XChaCha20-
Poly1305 encryption algorithm and appends either the .locked$ or .randombits$ extension to encrypted files. It also supports selective or intermittent
encryption for speed. The ransom note includes text from other known ransomware families such as LockBit, HardBit, and Mimic.

The motive behind this campaign remains unclear. Bitdefender researchers suggested two hypotheses:

» RedCurl acts as a contractor, resulting in a mix of espionage operations and financially motivated attacks depending on their clients’ needs,
» The group engages in ransomware operations for money, but does it silently, preferring private negotiations over public ransom demands and data
leak sites.

We will continue to monitor the activities of this group and update this advisory once more information about their motives and/or TTPs will be available.
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Din organisation

Vad" | Hotinformation Varlden utanfor

IDENTIFY

Know your
assets,
attack surfaces and
vulnerabilities

ANTICIPATE

Observe the Landscape
Vulnerabilities,
Threats & Attacks

Cybersecurity Architecture overview

Threat @ | \tormation security ek | < Compliance & Contractual |
. m:‘.:g,:ﬂq g N | demands ' RESPOND
= DETECT &
[ rrmomen | ensysgmen | oo cammargeren | v s caeson | e v v Detect
Threat m Continuous Secure by Design and Secure by Default Architecture including Zero Trust mindset g RECOVER
Crberim RSERbIES Engage with
monttoring & active attacks gag

f attacks in
| user &
| | Device

PROTECT progress
Prevent attacks
through security
solutions




Goda nyheter!

De rekommenderade grundldggande atgarderna ar fortfarande desamma, TTP:erna har inte forandrats i

grunden

Utnyttjade sarbarheter

Ha en strategi for
patchhantering och
sarbarhetshantering

30

Stulna identiteter

Ha en strategi for identitets-
och atkomsthantering med
multifaktorautentisering

Paverkad backup

Ha en strategi for
affarskontinuitet och
dataaterstallning

Lang paverkan pa
affaren

Ha en strategi och en plan
fér hantering av incidenter
och cyberkriser






2 Cyberdefense

Building a safer digital society.
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