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Assessingtheanatomy 
ofransomwareandhow 
besttomitigate it.
MARCIN KACPRZAK

Senior Sales Engineer

ANDERS RASTMAN
Enterprise Accoun t Manager, Nordics
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- ~13 years in the industry

- 2,5 years at Cybereason

- Ex FireEye/Mandiant/Trellix

- First couple of years with local 
Integrators – All-in-one Presales, 
Postsales, doc writer, Support, 
escalation manager and more ©

- Full-time dad (level 4/7/9) and 
husband (level 11)
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TODAY’SPARADOX
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⇈60% YoY
⇈Ransomware

attacks

143
143 steps

identified in 2 
scenarios by 
Turla Group

56%
3-12 months to 
identify breach

19 - 2
~19:00 Time of 
attack in EMEA
~02:00 Time of 
attack in USA

1in 3
⇈ +8,7% Workforce

⇈ +12,6% Workforce Gap
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RansomwareActivity
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France
$1million

UK
$423

Germany
$762k

USA
$1.4 million

Ransom fees r e m a in h igh, 
a n d th e y are just th e tip
of th e iceberg rega rd ing  
t h e t ru e cost o f an attack.

46%

16% THETRUECOSTIS MUCHHIGHER.IT INCLUDES:
Estimate total 
business losses of
over$10million.

Estimate total 
business losses of
$1-10million.

THETRUECOST
ISSTAGGERING

AVERAGERANSOMPAYMENTSOVERTHELAST24 MONTHS:

1 2 3 4 5
Brand 

damage
Lost 

revenue
Temporary 

closure
C-level 

resignations
Layoffs
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Thebestwaytolearnis from 
mistakes...
someoneelse's©
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Universities, Rubber Company, agricultural 
machinery manufacturer, manufacturer of 
trailers and more…

7

©Cybereason 2024. All R igh ts Reserved | Confidentia l

8

©Cybereason 2024. All R igh ts Reserved | Confidentia l

9

©Cybereason 2024. All R igh ts Reserved | Confidentia l

https://www.comparitech.com/blog/information-security/global-ransomware-attacks/
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Lesson1
Is backup enough as a 

countermeasure…?
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Another“Q1Victim”

• Ransomware Attack in January 2024

• Init ia l access via…”trusted” contractor 
host

• Password reusage->BOOM!

• Let’s start recovery f ro m backups…oh, wait…

• ESXi m anagem ent console has been 
taken over as well, backup is no t  
recoverable in reasonable t im e
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Lesson2
Is post-m o r t e m analysis an easy 

task…?
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Time-consumingtasks

• Du r ing / r igh t after the inc iden t regular tasks 
don ’t dissapear

• Event logs are usually wiped out

• Gathering forensic artifacts takes LONG TIME
• Putting puzzles all together m ight not 

reveal the initial root cause anyway…
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Lesson3
Do I have proper emergency team  

ready to help…?
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Doyourpaper(home)workbefore

• There wil l be a CHAOS
• 3 cases in February launched on Friday, 

around 16-17

• You m i g h t need an external help

• H o w easily wil l you b r ing a 3rd party company
to support you?

• IR Retainer will be super-helpful!
• Negotiate all terms and conditions in times 

of peace ©
• Do not engage with single 

partner…engage with 3-4 or more!
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MISSION
Reverse the adversary advantage
by empowering defenders with ingenuity 
and technology to end cyber attacks

WHYWE’REHERE

UNDEFEATEDINTHEFIGHT 
AGAINSTRANSOMWARE
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AnatomyofRansomware

https://www.cybereason.com/blog/threat-analysis-assemble-lockbit-3
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NGAV 
REDEFINED
9* LAYERS of unparalleled 
protection

ENDPOINT CONTROLS

ANTI-
MALWARE

PREDICTIVE
RANSOMWARE
PROTECTION

VARIANT
PAYLOAD
PREVENTION

BEHAVIORAL DOCUMENT
PREVENTON

FILELESSMALWARE
PREVENTION

BEHAVIORAL
EXECUTION
PREVENTION

EXPLOIT
PREVENTION

AI-BASED
ANTI-

MALWARENGAV
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IO C H U N T IN G

(U S E R S , M A C H IN E S , P R O C E S S E S , R E G IS TR Y , M E M O R Y , E T C .)

Operat ion-Centric Security

RAW DATA FROM ENDPOINTS

D

C R O S S M A C H IN E C O R R E L A T IO N

E N G IN E
MANUAL QUERYING

E V ID E N C E
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S U S P IC IO N S

THE MALOPTM

(MALICIOUS
OPERATION)
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TheMalOpTM

(MaliciousOperation)
Provid ing the Comple te Story of an Attack

Root cause

Tools leveraged

Affected users & machines 

Attacker communications
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SEEITINACTION:LeverageAllYourData
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Efficiency& 
Efficacy

“B u t all solutions are equally 
effective in the f igh t against 
m o d e rn threats”…are they?
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TOSTOPBREACHFASTER: 
EVERYDETECTIONMATTERS

*Delayed detections and detections
requiring configuration changes are
not included

Legend: Tactic Detection
(Enricheddetection–
minor resources)

General & Telemetry Detection
(Minimaldetectionandbasic
activity logging–moreresources)

Technique Detection
(Most granular detection –
most efficacy&efficiency)

No Detection
(Misseddetection -
highrisk for breaches)

ResiliencePossible Breach

Cybereason

CrowdStrike

SentinelOne

Microsoft

Trend Micro

138

113

110

97

80

97%

80%

77%

68%

56%

23

9417

42121

31317

82926

5

30

33

46

63

Cybereason vs. Competitors @MITREATT&CK2023 Detection Coverage (143Steps*)
https://attackevals.mitre-engenuity.org/enterprise/turla/
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LEGACYEQUIPPED&FUTUREREADY
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CYBEREASON
XDR/EDR

S O F T W A R E A S

A S E R V IC E

M U L T I -C L O U D

IN F R A S T R U C T U R E

W in d o w s M a c L in u x

O N -P R E M IS E S D A T A C E N T E R S R E M O T E W O R K E R S

P re v e n t io n M a lO p ™ R e s p o n s e

Immediately protect legacy OS: 
Win7, Win XP, Win2000 out of 
the box for no additional 
charge

On-premises, air-gapped,
hybrid, and SaaSdeployment 
options

XDRextends protection, 
detection, and response 
capabilities all the aspects of the 
digital workplace
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Competitors 
capable of on-
premises

Competitors with 
high security 

capability cybereason

CYBEREASON’SUNIQUEPOSITIONINTHEMARKET

✓ C ybereason delivers m o re security va lu e th a n th e c o m p e t i t io n
✓ All th e b en efits o f EPP a n d EDR d ep lo yed in an y configura tion

✘ Inab il i ty to m eet 
on-p rem  
requirements

✗L a ck security 
capability
✗H i g h operational

overhead
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24/7 Cybersecurity That Won't Break 
the Bank

eBuilder Security Managed Detection & Response 
24/7/365 (eBuilder MDR)

Cybereason EDR–Leader in MITRE

Complorer Managed Security Awareness Training

List price 

SEK 1200

Perendpoint*/month

Our price
SEK365 per end point*/year
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Visit our Booth XL1
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