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Top 10 Ransomware Actors - 2023 Global Ransomware Incidents
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160% YoY 143 56% 19-2 1in3

HRansomware 143 stops at2monthsto  ~19:00 Time of +8,7% Workforco
attacks ide i identify breach attack in EMEA +12,6% Workforce Gap
scenarios by ~02:00 Time of
Toria Group attack i UsA

Ransom fees remain high
and they are just the tip
of the iceberg regarding
the true cost of an attack

Estimate total
0 $1-10million.
Estimate total

business losses of

16)/0 over $10million

AVERAGE RANSOM PAYMENTS OVER THE LAST 24 MONTHS:
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The best way to leam is from
mistakes...

someoneelse's ©
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Cyberattack mot Kumla kommun
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Confirmed Ransomware Attacks - Worldwide
March 28,2024
Cyber attack on PSI - Update

Total # of Attacks Mapof Confirmed Ransomware Attacks from 2018 to resent _
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Review and modernization of the IT infrastructure
Kontake/Contact
February 14,2024, SIS T
impressums
I andthen
Total Records Affected e T examined for malware in an additonal, multstage pportedin
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Restart of operations
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http://www.comparitech.com/blog/information-security/global-ransomware-attacks/
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March 21,2024 | Corporate News
PSI with Significant Growth in Financial Year 2023 and
Stabilization of the Result in the Final Quarter
Kowitakt/CoTiact Publication of the audited annual financial statements postponed to the
Impressum’ end of May 2024 at the latest
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Ransomware Attack in January 2024

Initial access via..."trusted” contractor
host

Password reusage->BOOM!
Let's start recovery from backups...oh, wait

ESXi management console has been
taken over as well, backup is not
recoverable in reasonable time
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Lesson2

Is post-mortem analysis an easy
task...?

son 2024, AllRights Reservad | Confidential

- During/right after the incident regular tasks
don’t dissapear

Event logs are usually wiped out

Gathering forensic artifacts takes LONG TIME

Putting puzzles all together might not
reveal the initial root cause anyway...
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Daily SOC Analyst Routine

W cybereason
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Lesson3

Do I have proper emergency team
ready to help...?
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There willbe a CHAOS

3 cases in February launched on Friday,
around 16-17

You might need an external help

+ How easily will you bring a 3t party company
to support you?

IR Retainer will be super-helpful!

- Negotiate all terms and conditions in times
of peace ©

- Do not engage with single
partner...engage with 3-4 or more!
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Negotiations

When you thr
if you don'

aten total annihilation
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Reverse the adversary advantage

by empowering defenders with ingenuity
and technology to end cyber attacks
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Operation-Centric Security
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Providing the Complete Story of an Attack

Root cause .
Tools leveraged - " (@3
Affected users & machines Q
Attacker communications e
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9* LAYERS of unparalleled
T & | nn protection
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SEEIT IN ACTION: Leverage All Your Deta
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http://www.cybereason.com/blog/threat-analysis-assemble-lockbit-3
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“But all solutions are equally
effective in the fight against
modern threats”...are they?

TOSICPEHREACHFASTER

Cybereason vs. Competitors @MITRE ATT8CK 2023 Detection Coverage (143 Steps”)
http: itr i
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Possible Breach
. 1381 o7
CrowdStrike
Microsoft
SentinelOne
Trond Micro
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Immediately protect le 0S:
Win7, Win ;IE, Win2003aocl¥( of
the box for no additional
charge

0 oka

0 ployment
options

XDR extends protection,
detection, and response
capabilities all the aspects of the
digital workplace

z W cybereason

25

CYEEREASONSUNCLEPOSITION IN THEMARKET

XLack security

capability
xiiiGh opérational
overhead
Competitors with Competitors ~ —
high security capable ofon-
capability premises

y

Xinability to meet

-prem
requirements,

/ Cybereason delivers more security value than the competition
7 All the benefits of EPP and EDR deployed in any configuration
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24/7 Cybersecurity That Won't Break
the Bank

eBuilder Security Managed Detection & Response
24/7/365 (eBuilder MDR)

© Cypereason EDR- Leaderin MITRE

© Complorer Managed Security Awareness Training

Our price
SEK 365 per end point*/year

Jcybereason
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eBuilder

cybereason Security

Visit our Booth XL1
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