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Dagens amne

Genom att anvanda existerande Al- och Machine Learning-funktionalitet i
kombination med integrerad IGA och PAM sa kan organisationer, uppna stora
sdkerhetsférdelar. Som ett resultat sa kan hdgre sakerhet uppnas och dar berdrda
aktorer, till exempel chefer, systemansvariga och IT-revisorer far effektivt stéd i sitt
arbete.
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Minska attackytan med hjalp av identitet
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IGA system

Anvandare
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PAM System

Priviligierade
Iédsenord, tokens
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Anvandare

IGA och PAM behover information fran varandra...
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Privileged Account Governance - PAG

Safeguard

Identity Manager

PAG: Omfattande integration mellan
IGA (Identity Manager) och PAM
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Beteendeanalys?
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Beteende - kan vara mer an en sak...

 Hur beter sig en priviligierad anvandare?
« Upptacka och stoppa "markligt” beteende?

- Beteende kan ocksa vara vad en anvandare inte gor ;-)
« Minska attackytan for personer som inte anvander det som de tilldelats
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Beteendeanalys for priviligierad dtkomst

« Insamla digitala fotavtryck
« Definierar vad som ar “normalt” — bygger “base line”
 Identifiera ovanliga och riskfyllda handelser i realtid
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Granskningsportal for analys av handelser

L |
@ spsoneidentitydemo - Session: X @ spsoneidentity.demo - Login-5 X | © Safeguard Notification API x| + - a X
€« > C & sps. i ity.d P ions?sankey=client.ip,user.name,protocol,verdict,server.ip,analytics.score.aggregated&limit=20&sort=-active,-end_time,-start_time&start=2020-11-28T00:00:00.000Z&offset=08&statistics=server.name o ¥ o » e H
Apps ® SPS © SG O Safeguard Notificat.. @ RDWebAccess @ Safeguard Core APl [a) Base64 Image Enco.. W Vault Hashicop 4 One Identity Passw... (@) One Identity Passw.. b One Identity Passw... G4 One Identity Passw..
® Safeguard for Privileged Sessions sps.oneidentity.demo  6.6.0
Py . y stzrtdate BEEES
/  Basic Settings v 2
Create report - Search
Sessions P v 502011280000 7 Picka date
&  Users &Access Control v
& policies . Q Enter a search expression here Y Filters
[0 Sereen content
B IndexerStatus
Sortby Mostrecent v B 24sessionsfound  Export CSV | - = =
%5 HTTP Control v < P = E ’4
%5 ICAControl v Value distribution based on  Serverhostname X v
Zo  MSSQL Control v @ linuxserver.oneidentity.de | Search a
@ DCO1.ONEIDENTITY.DEMO
Active
%o ROP Control v @ dco1.oneidentity.demo
. @ linuxserver Analytics Score
T SSH Control @ 100.1.20 Client name
%o Telnet Control v Protocol
v Server hostname
%o VNC Control v
Server port
arthuraswin_admin2to dcol.oneidentity.demo ©11:07-11:24 Normal activity >_ Server Manager
Q  search e Server username -
~ RDP from WIN10.oneidentity.demo » Accepted '20 Dec 16 3 Analytics score:3
L
E Reporting v
Verdict .
arthurasadm to DCO1.ONEIDENTITY.DEMO (©09:19-09:22 Normal activity » FileTransfer
& Gateway Authentication e  RDP from WIN10.oneidentity.demo » Accepted Analytics Interesting events 20 Dec 16 = 8 Analytics score: 8 >_ Server Manager
Analytics tags
© FourEyes
arthurasadmto DCO1.ONEIDENTITY.DEMO Bucketed duration ®17:39-17:40 Normal activity >_ Server Manager
% Active Connections e ~ RDP from WIN10.oneidentity.demo > Accepted '20 Dec 15 69 analytics score: 69
£ Unlock Credential Store
a arthurasadm to DCO1.ONEIDENTITY.DEMO ©17:38-17:39 Normal activity >_Management Console +1
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Granskningsportal for analys av handelser

PRIVILEGED ACCESS [RQECLEES
MANAGEMENT

arthur@10.0.1.20 > [] o ¥

playvideo  deletevides  refresh  download trail
enabled
overview details events contents analytics

[ Analytics summary
® Login time is normal for arthur
=: This session does not fit into the common patterns of arthur
om q

el el o= Login to 10.0.1.20 is normal for arthur

Unusual window titles in this session for arthur

Anomalies found

2¢ Freguent item set £\

This session does not fit into the common patterns of arthur TheFIS algorithm examines multiple attributes of sessions and attempts to find

values that frequently appear together, forming a set. Using this information, the
algorithm is able to discover patterns in user behavior.

& Window Title i\

Unusual window titles in this session PAA compiles a window title profile for the user based on the window titles it sees

161 connectto server A J| microsoft sgl seiver management studio A onthescreen.

Frequent window titles not seen in this session

pmpolicy4pm properties

Window titles shown in green are the window titles seen in this session that are
considered usual.

‘Window titles shown in red indicate titles that were rarely or never seen before and
are considered unusual.

Numbers indicate how likely it is to see the given window title on this user's screen.

Normal behavior

st

(ONE IDENTITY KOMMITS<

by OUeSt MOTESPLATSEN FOR KOMMUNALA IT-FRAGOR




Beteende ur ett IGA-perspektiv

« Information om huruvida en person faktiskt anvander priviligierad atkomst som
tilldelats genom IGA-systemet

« OBS! Det racker inte med “senaste inloggning” for att avgbra detta. Personen kan
mycket val anvdnda annan dtkomst i samma PAM-system

« IGA-systemet behdver information om anvandning fran PAM-systemet.
+ IGA-systemet anvander sedan analyser for att underlatta granskning...
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Granskning av beteende (IGA + PAM)

@NE IDENTITY One Identity Manager Webbportal

= Svenson, Lisa (100123) e

Begéranden v Attestering v Ansvar dden w D

Véntande attesteringar @

Q ss

[ Attestation case

ation

Konfiguration w

[ Skall PAM-anvandargruppen DC admins vara tilldelad till PAM-anvandarkontot Markku Jarvinen (MARKKUJ)? ° Ny @ Neka

[J Skall PAM-anvandargruppen IGA Administrators vara tilldelad till PAM-anvandarkontot Johan Granstrom (JOHANG)? o Ny @ Neka

Y @&

v Godkann © Rekommendation
v Godkénn 'ekommendation

@ Neka v Godkann
Ett par granskningar PAM-anvandares atkomst baserat pa
L anvandning och med rekommendationer... )
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Granskning av beteende (IGA + PAM)

Visa rekommendationsdetaljer

€3 Efter en analys av tillgéngliga data

Foljande faktorer beaktades for denna rek dati

) Analys av godkénnandehistorik
Attesteringsdrenden for detta objekt godkandes 100 % av gangerna.

A Kollegial analys

dukten har ti ill 0% av identi i ialgruppen.

Den begarda p

) Riskanalys
Riskindex for objektet Gverskrider inte gransen.

(V] Analys av regeldvertradelser
Inga regelovertradelser har upptéackts.

PAM-anvandningsanalys

i PAM: 3 rgruppet 3 senast for Gver 90 dagar sen.

Godkénn Neka

Rekommendation innebar ett flertal analyser...
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Summering

« Analyser (AI) av information (ML) kan anvandas redan
idag och hjalpa er att:

 Upptacka priviligierade anvandare med riskabelt beteende

. Granska priviligierad atkomst baserat pa faktisk anvandning
med analys for rekommendationer
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