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| provide cyber security advisory, insights and capability. Focus ~*
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Cyhersecurity experts say these actions by Russian hacktivists appear to be opportunistic moves taking
advantage of the ongoing conflict to grab headlines and potentially profit from DDoS attacks.

According to Mattias Wahlén, a threat intelligence expert at cybersecurity firm Truesec AB, these incidents

are an indication that Russia is allying with Hamas against Israel.




Russia’s

Cyber

‘ Tactics:

Qe o cev-Ls Lessons
Learned

H1: Focus on disruptive attacks to suppress

Ukrainian resilience - 2022

H2: Focus shift to

25% on destructive attacks, and
75% cyber espionage and data exfiltration.

State Service
of Special Communications
and Information

Protection of Ukraine
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Military, Security & Defense 5% Telecon & IT 2%
Logistics & Transportation 1%

Media 1%

The majority of attacks have S
been targeting the civilian Banking 1%
infrastructure in Ukraine

Government 24%

Other 65%



Email based detection 2%

Network based detection3% TRUESEC

Endpoint detection is absolutely crucial in
detection and mitigation of Russian
cyberattacks at scale.

Endpoint based detection 95
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Ransomware



ECHNOLOGY >

CYBERSECURITY | May 24, 2023

Defence giant Rheinmetall suffers
cyberattack by Black Basta
ransomware gang

he attack from the Russian gang took place after the company

innounced it was in talks with Ukraine about building a new tank factory.
iy Claudia Glover
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"he Black Basta ransomware gang has struck again, claiming automotive
lefence manufacturer Rheinmetall as its latest vietim. The companwv k-
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The society is increasingly affected!
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Coop-butiker stangs
efter it-attack

Av Gabrielia Bargstrom, Adrian Ericson

Coop

Coops butiker kommer hallas fortsatt stangda under lordagen.
~ Vi kan inte ta betalt av vara kunder, sager Therese Knapp,

veriet kan kopplas till en global cy

till Coops

Y

mot mj
ya, bekréftar Fablan Mogren, vd for Visma EssCom, en av

IT-SAKERHET

© Cyberattack mot Oland - omsorgen
hart drabbad: "Allvarligaste delen"
1:27min @ Minsida 4 Dela

Publicerat tisdag 13 december 2022 ki 08.27

Borgholm och Mérbylanga kommun har utsatts for en cyberattack och har aktiverat sin krisledning.

Sent pa mandagskvallen upptécktes ett intrang i kommunernas gemensamma IT-system och for att
minimera eventuella skador har internet kopplats bort i kommunerna.




0 Nyheterna Tipsa TV4 @ Nyhetsmorgon Kalla fakta Efter fem
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”Fick ga tillbaka till papper och penna” — sa tacklade Taxibolaget hackerattacken.

Hackarna slog ut barnens skolskjuts — ”Fick ta fram
papper och penna”

Nastan halften av Sveriges kommuner och regioner utsatta for it-attacker

@ UPPDATERAD: 26 MARS, 2023 '® PUBLICERAD: 26 MARS, 2023

Nastan halften av Sveriges kommuner och regioner har utsatts for en eller flera misstankta it-attacker
det senaste aret.

Det visar en enkit som TV4 Nyheterna gjort.

| veckan har bland annat skolskjutsar och trygghetslarm pa flera hall i landet drabbats av stérningar pa

grund av hackerattacker.

| veckan fick Taxi Trollh&ttan leta fram papper och penna igen nér en hackerattack mot en leverantér
slackte bokningssystemet.

- Vi ser varken bokningar eller kan skriva in nya bokningar. Vi kan inte heller se vara fordon, sager Mikael
Hermansson, taxiféretagare.

Ett annat angrepp slog i torsdags ut trygghetslarm pa flera hall i landet.

Cybersakerhetschefen: "Allvarligt"

Na&r TV4 Nyheterna fragar Sveriges kommuner och regioner om misstankta it-attacker det senaste aret
uppger narmare hélften, 44 procent, av de svarande att de utsatts.
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More often linked
to geopolitics

TECHNOLOGY > CYBERSECURITY | May 24, 2023

Defence giant Rheinmetall suffers
cyberattack by Black Basta
ransomware gang

The attack from the Russian gang took place after the company
announced it was in talks with Ukraine about building a new tank factory.

By Claudia Glover
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The Black Basta ransomware gang has struck again, claiming automotive and
defence manufacturer Rheinmetall as its latest victim. The company has
confirmed the breach, which has seen screenshots of stolen data posted to Black

Basta’s dark web blog.
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Typical Black Basta attack

Cobalt Strike C2
/ System

Discovery Black Basta
Ransomware
Deployment

S | |

QAKBOT C2
Activity

Phishing email ZIP Download Enable Macrok

2 A
y 7zZIP XLS | ‘vBS
O O ST et i

URL for ZIP File Extracted XLS HTTP Traffic for Lateral
file QAKBOT DLL Movemen,
files using RDP/
Psexeg

Email with attachment Download & deploy malware Lateral movement Ransomware
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Kelvinsecurity
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lockdataauction
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Count of HackGroupName by NACISParentindustryName

32 (1.79%) —\
41 (2.29%) —\

53 (2.96%) —.
61 (3.4%) —
63

(3.52%)
65
(3.63%)

79
(4.41%)
90 (5.02%) —~

451 (25.17%)

—_—

N 274 (15.29%)
119 (6.64%) —

136 (7.59%) —/ \— 160 (8.93%)

NACISParentindustryName
® Manufacturing

@ Professional, Scientific, a...
@ Information

@ Construction

@®Finance and Insurance

® Transportation and War...
@ Health Care and Social A...
® Administrative and Supp...
@ Educational Services

@Public Administration
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@Truesec last year:
160 complex IR engagements
30.000 hours of IR
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Code Name

Manager

@Truesec this year:
160+ IR engagements to
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GENERIC SIEM CENTRIC DETECTION

Usecases Playbooks
P ~
- ><
:;: 1
= EH
Logs Tool alerts Events
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TRUESEC XDR CENTRIC DETECTION
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40X

Deep anatysis
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Incident detection Disarm Respond



TRUESEC

Calming from high levels

Cyber Attacks since 2020
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1100 cyber attacks disarmed in September

0.55%
UnwantedApplication 11.25% Adware 6.61%

SuspiciousUserActivity 1.89% CredentialLeak 8.81%

Risk: 7.32%
iskware o DataExfiltration 1.49%

Dataleak 2.83%

9
Ransomware 0.16% EmailRule 0.08%

HackTool 3.78%

PolicyViolation 10.39% MaliciousConnection 1.81%

. Mal 20.54%
Phishing 13.06% alware

NetworkScan 3.07% Misconfiguration 3.7%
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Threat actors in the Nordics..

Cyber criminals (Russia etc.)
State-actors (North korea, Iran etc.)
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Will it get worse?
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Sanctions drive
cybercrime

= Western companies are leaving Russia
= Russian economy is taking a big hit

= Unemployed IT-pros need to support
their families

= Cybercrime is flourishing

= Russia is a global leader in RaaS




February 10, 13:35, updated February 10, 13:46

Khinshtein said that hackers acting
iNn the interests of the Russian Federation
should be released from responsibility

Currently, the creation, use and distribution of malicious computer programs faces
imprisonment for up to seven years.

e -
=
-

MOSCOW, February 10. /TASS/. The so-called white hackers acting in the interests of the
Russian Federation on its territory and abroad should be exempt from liability, this issue is
planned to be worked out. This was stated to journalists by the head of the State Duma
Commiittee on Information Policy Alexander Khinshtein on Friday.

"We are talking about generally working out an exemption from liability for those persons
who act in the interests of the Russian Federation in the field of computer information
both in the territory of our country and abroad. We will talk in more detail when it receives
some clear wording,” he said, answering a question from TASS following a meeting of the
commiittee at which issues of cybersecurity of the Russian Federation were discussed.

According to the parliamentarian, it is necessary to think about legislative consolidation of
the rights of hackers acting in the interests of the state. "I, for one, am firmly convinced
that it is necessary to use any resources to effectively fight the enemy. If today we are
attacked bv such centers, then Russia should have the opportunity for an adequate
response,” he said.

Currently, the creation, use and distribution of malicious computer programs faces
imprisonment for up to seven vears (Article 273 of the Criminal Code of thie Russian
Federation).

TRUESI

Tags: Russia Khinshtein, Alexander Evseevich



Piracy

* From the medieval time to 1850
authorization letters to commit piracy
for personal gain was hander out by
governments and kings.

= Piracy was internationally agreed to be
prohibited as part of the Paris
declaration 1856. As part of the peace
treaty after the Crimean war
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Trend: Stealth - access all before impacting one.

Org A OrgB

————— /ﬁ
4 -
| e //v=
2. Install backdoor (All) ! e e
| R //// OrgD
| LT
Lz=" 3. Ransomware (1) A
M= — —— —
B (1
/////// >

_—
—_—
—
—

1. Use Sonicwall vulnerability (All) 4.) Patching!
Abuss

5 ) Access backdoor, ransomware
(Also ClIOp-MOVEit)



Blog 2023-09-06

DarkGate Loader Malware
Delivered via Microsoft
Teams

Malspam campaigns involving DarkGate Loader have been on the
rise since its author started advertising it as a Malware-as-a-
Service offering on popular cybercrime forums in June 2023. Until
now DarkGate Loader was seen delivered via traditional email

TRUESEC

malspam campaigns similar to those of Emotet. In August an ViA0-
) ) : : Home Share Wiew
operator started using Microsoft Teams to deliver the malware via
i . ) &« « 4 ¥ » ThisPC » Downloads
HR-themed social engineering chat messages.
Title: DarkGate Loader delivered via Teams - Truesec % Quick access

3 This PC
¥ Network

5 min read
Jakob Nordenlund

1 itemn

[

Changes to the
vacation
schedule.pdf

Search Downloads



https://www.truesec.com/hub/blog/darkgate-loader-delivered-via-teams
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Supply-chain threats
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Trend: Low investments — high impact!

Target suppliers with sometimes lower security, but with big impact

o Org A OrgB OrgC
&
. \\
Russian state-actors ~— _ A A &
S~
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Pro-Russian cyber activists ~— ~——_ _ T~ N 7 "
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PN -~ 3:RD PARTY SUPPLY CHAIN

Cyber criminals (Russia etc.)
State-actors (North korea, Iran etc.)
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Each critical business process is depending on various digital
components

CRITICAL BUSINESS PROCESS Manifacturing product X (By example)

! ! I | ]

Digital components D QE m |1e_2| Q Q

Workstrations Servers Network Software Cloud (Paa$) Cloud (Saa$)

\ )\ /
| |

Company controlled 3:rd party controlled




Information om Visma Recruits driftstorning TRUESEC

Under perioden 24/4-1/5 gick det inte att soka jobb hos Uppvidinge kommun, da

rekryteringssystemet vi anvander utsatts for en cyberattack.

Visma Recurit och Offentliga jobb ar ett verksamhetssystem for bland annat rekrytering som
Uppvidinge kommun och andra kommuner anvander. Driftleverantoren till Visma Recruit utsattes for

en cyberattack och stéangde ner systemet den 24 april 2023.
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3:rd party Risk dependencies [Example 1]

ORG 3:rd party cloud provider

S
B E {ob E E AN :@
I Sl et
Threat actor o T i W
P 0 8 @

_______________________________________________

Internet facing Internal assets (on-prem)
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Should we only worry
about ransomware?
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Espionage



Putin orders FSB to go after western digital assets

As before, one of the priorities of the Foreign Intelligence
Service is to assist in the industrial and technological
development of our country, in strengthening its defense
potential.




.the Chinese is however leaders in espionage TRUESEC

s

)
s

4

\
h
Article 7 x
All organizations and citizens $hall support, assist, and cooperate with nationahintelligence efforts in
accordance with-faw, and|shall protect national intelligence work secrets they, are aware of.

N

Article 10
As necessary for their work, nationall intelligence work institutions are to use the necessary means, tactics, and
channels to carry out intelligence efforts, domestically and abroad.
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Marcus Murray
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Advice
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Insight 1
Build capabilities in the right order!



What should be a priority?

Capability

4
o
sl

Description

What processes and assets need protection?

Implement appropriate safeguards to ensure protection of the
enterprise’s assets

Implement appropriate mechanisms to identify the occurrence of
cybersecurity incidents

Develop techniques to contain the impacts of cybersecurity events

Implement the appropriate processes to restore capabilities and
services impaired due to cybersecurity events
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Insight 2
Optimize your breach detection

(Many organizations only have an “alert flooding service” )
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XDR CENTRIC DETECTION
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SIEM CENTRIC DETECTION

Multi-source collect all approach
Multi-source log/event/alert collection and analysis based on
enterprise-wide collection from assets and security tooling

Threat Identification
Brings visibility by analysing logs/event/alert based on policy-based
usecased and playbooks.

People & process
Normalized rules in one-stop shop solution, well-defined
responsibilities, highly scalable — minimize human analysis

L

Output-Centric
Security alerting based on agreed poliys and compliacy.
Focusing on logging everything. Limited capabilities to respond.
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XDR CENTRIC DETECTION

Tailored Incident detection approach
Asset-specific XDR tooling to detect suspicious threat actor
activities (TAA) in mission-critical asset types

Threat Detection & Response
Designed detect sophisticated threats and to enable rapid
detection and response with containment to minimize impact

People & process

Operate directly in XDR tooling to optimize capability.
Wide rules to catch suspicions to optimize detection.
Deep analysis & investigations to deliver higher value
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Outcome-Centric
Prevent cyber incidents by actionable detection and response to
confirmed threats — Protect business from negative impact
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Insight 3
Focus on the right vulnerabilities!

(Many organizations only have huge backlog )



Focus on the right vulnerabilities!

Potentially used in an future attack
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Know thy enemy Identify vulnerabilities
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Insight 4
Use specialists for IR from the start
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Use specialists for IR from the start
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Thank you!

Marcus Murray
Founder of Truesec Group | Protecting the society,
governments & organizations against cyber threats | Threat

Marcus.murray@truesec.com i o Intelligence | Defense | Offense | Winner of Grand Security

TR Award 2023 | No 1 most influential in Tech 2023
-9 ‘ :

| provide cyber security advisory, insights and capability. Focus ~*
on government bodies, boards and C-level executives 15,432 followers - 500+ connections
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