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I provide cyber security advisory, insights and capability. Focus 
on government bodies, boards and C-level executives

Marcus.murray@truesec.com
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Geopolitical instability

October 7 Cyber is now an integrated component in every national conflict 

Geopolitical climate change
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DDOS ATTACK ON THE ISRAELI GOVERNMENT
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The cyber component enables any individual, group 
or nation the capability to engage in a war!



True PassionCYBERATTACKS BY NUMBERS:

2,194 incidents investigated by CERT-UA
1,148 critical or high-level incidents 
investigated and mitigated by CERT-UA

RUSSIAN TACTICS:

H1: Focus on disruptive attacks to suppress 
Ukrainian resilience

H2: Focus shift to 
25% on destructive attacks, and 
75% cyber espionage and data exfiltration.

Learning from war.. 
Russian playbook exposed!
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WAR

Destroy and conquer
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Military, Security & Defense5% Telecon & IT2%

Logistics & Transportation1%

Media 1%

Energy1%

Banking1%

Government24%

Other 65%

The majority of attacks have 
been targeting the civilian 
infrastructure in Ukraine
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Endpoint based detection95%

Network based detection3%

Email based detection2%

Endpoint detection is absolutely crucial in 
detection and mitigation of Russian 
cyberattacks at scale.
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Ransomware
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The society is increasingly affected!
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More often linked 
to geopolitics
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Typical Black Basta attack

Email with attachment Download & deploy malware Lateral movement Ransomware
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How big is the

RANSOMWARE
Problem?

@Truesec last year: 
160 complex IR engagements
30.000 hours of IR

@Truesec this year: 
160+ IR engagements to 

date
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Our26 latest ransomwareincidents 
- Mitre Att&ck
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Usecases

Tailored rulesets

Alerts

GENERICSIEM CENTRIC DETECTION

Logs

Incident detection Disarm Respond

TRUESECXDR CENTRIC DETECTION

EventsTool alerts

Playbooks Deep anatysis

NDR EDR CDR IDR SIEM

SIEM Deep investigation
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Calmingfrom high levels
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1100 cyber attacks disarmedin September
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PRIVATE 
SECTOR

Threat actors in the Nordics..

Russian state-actors

Pro-Russian cyber activists

Cyber criminals (Russia etc.)
State-actors (North korea, Iran etc.)

Chinese state-actors
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Will it get worse?
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ÁWestern companies are leaving Russia

ÁRussian economy is taking a big hit

ÁUnemployed IT-pros need to support 
their families

ÁCybercrime is flourishing

ÁRussia is a global leader in RaaS

Sanctions drive 
cybercrime
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ÁFrom the medieval time to 1850 
authorization letters to commit piracy 
for personal gain was hander out by 
governments and kings.

ÁPiracy was internationally agreed to be 
prohibited as part of the Paris 
declaration 1856. As part of the peace 
treaty after the Crimean war  

Piracy
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Trend: Stealth - access all before impacting one.

Abuss

Org A Org B

Org D

1. Use Sonicwallvulnerability (All)

Org C

2. Install backdoor (All)

3. Ransomware (1)

4.) Patching!

5 ) Access backdoor, ransomware
(Also Cl0p-MOVEit)
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Title: DarkGate Loader delivered via Teams - Truesec

https://www.truesec.com/hub/blog/darkgate-loader-delivered-via-teams
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Supply-chain threats
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Trend: Low investments ςhigh impact!
Target suppliers with sometimes lower security, but with big impact

Russian state-actors

Pro-Russian cyber activists

Cyber criminals (Russia etc.)
State-actors (North korea, Iran etc.)

Chinese state-actors

Org A Org B Org C

3:RD PARTY SUPPLY CHAIN

Supplier A Supplier B
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Each critical business process is depending on various digital 
components 

Digital components

CRITICAL BUSINESS PROCESS

Cloud(PaaS)SoftwareNetworkServersWorkstrations Cloud(SaaS)

Manifacturing product X (By example)

Company controlled 3:rd party controlled
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ORG 3:rd party cloud provider

3:rd party Risk dependencies  [Example 1]

Internet facing Internal assets (on-prem)

Threat actor
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Should we only worry 
about ransomware?
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Espionage



True PassionAs before, one of the priorities of the Foreign Intelligence 
Service is to assist in the industrial and technological 

development of our country, in strengthening its defense 
potential. 

Putin orders FSB to go after western digital assets
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..the Chinese is however leaders in espionage

Article 7

All organizations and citizens shall support, assist, and cooperate with national intelligence efforts in 

accordance with law, and shall protect national intelligence work secrets they are aware of.

Article 10

As necessary for their work, national intelligence work institutions are to use the necessary means, tactics, and 

channels to carry out intelligence efforts, domestically and abroad.
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Truesec skyddarsvenskakommuner, välkommenatt kontakta mig direkt!

Marcus.murray@truesec.com

marcusmurrayse

0709-18 30 01
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Advice
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Insight 1
Build capabilities in the right order!
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What should be a priority? 


